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LEAD OFFICER: 
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RECOMMENDED that: 

A    The Committee approves the proposal to defer three audits and remove one 

audit from the 2017/18 Audit Plan as detailed in the report; and 

B The Committee approves the Council’s revised Anti-Fraud and Corruption 

Strategy.  

PROGRESS AGAINST AUDIT PLAN 

1. Work is continuing to deliver the 2017/18 Audit Plan as detailed in Appendix A. 

The Committee is requested to approve the deferral of three audits and the 

removal of one audit from the plan as detailed below:  

 Serious and Organised Crime (procurement) – This audit was trialled at 

Broxbourne utilising a Home Office self assessment checklist to provide a 

high level review of the Council’s serious and organised crime risks. The 

audit simply confirmed Internal Audit’s existing knowledge regarding the 

adequacy of policies, procedures and processes in place to prevent and 

combat serious and organised crime.  Given the outcome of the audit and 

the existence of a similar level of knowledge in respect of Harlow and its 

policies and procedures there will be little advantage in repeating the audit 

for Harlow and it is therefore proposed that this audit be removed from the 

audit plan. 

 Capital projects – as agreed with the Head of Finance this audit has been 

deferred to allow time for the revised corporate project methodology to take 

effect. 

 Housing and non-housing repairs and maintenance (two separate audits) – 

these have been deferred to 2018/19 to allow time for new procedures 

implemented post HTS transfer to take effect. 

INTERNAL AUDIT REPORTS 

2. The following reports from the 2017/18 Internal Audit Plan have been issued 

since the Committee received its last update in November 2017: 



Cyber Security - Substantial assurance 

This was a non-technical audit assessing the range of technologies, processes 
and practices the Council has to protect networks, computers, and data from 
attack, damage or unauthorised access.  

The security of the Council’s computer network and servers is well managed and 
effective controls exist to detect unauthorised access. Incident management 
plans are also in place to deal with potential security threats. User access 
management is well controlled and there are restrictions in place to protect the 
security of the network. ICT equipment is all recorded within an appropriate 
asset register which is reviewed on an annual basis. 

The audit identified that communication to staff regarding cyber security risks is 
good but there remains a need to provide formal training to further reduce the 
risk of staff comprising network security. 

Whilst there are good controls in place to ensure software licenses are not 
exceeded, an annual review of software on devices needs to be implemented to 
minimise the risk of fines from software companies for exceeding license 
agreements. 

The ICT Operational Board has been formed but due to other demands has 
failed to meet for some time. The audit recommends that these meetings are 
restarted to ensure there is effective ICT governance in place at Third Tier 
Manager level across service areas. 

 
Key Financial Systems: Creditors – Moderate assurance 

 

The Council processes approximately 10,000 invoices a year with an estimated 
value of £60m. Recommendations resulting from the audit largely relate to 
process issues and the need to ensure that all procedures are effectively applied 
to reduce the possible exposure of the Council to financial loss and/or fraud. The 
service area is actively addressing these matters as a matter of urgency.  

 

Key Financial Systems: General Ledger – Moderate assurance 

 

A Schedule of Reconciliations, detailing the reconciliations to be performed, their 
frequency and the officers responsible is in place. Reconciliations for feeder 
systems are performed at varying frequencies including Rent Allowances, Rent 
Rebates, Payroll and Cash & Bank. Overall differences are being identified and 
corrected promptly and suspense accounts regularly cleared, however, there 
have been on occasion lapses (of up to two months) for two of these 
reconciliations, payroll and cash & bank. Segregation of duties is maintained 
when reconciliations are performed but there were identified instances where 
journals have not been independently reviewed in line with the agreed 
procedures. 

 

A new budgeting IT module, Planner, was implemented during 2017/18 as part 
of the wider Agresso system upgrade and this  has improved budget monitoring 
by cost centre managers. 

 



ONGOING AUDIT WORK 

3. A number of assignments in the 2017/18 Audit Plan are intended to provide 

advice and guidance to the Council throughout the year on current issues.  This 

includes Internal Audit representation on business groups and project teams 

across the Council. As these assignments will not normally result in a single, 

traditional audit report, Internal Audit has summarised the output of this work 

below for information: 

 General Data Protection Regulation (GDPR) - The General Data Protection 
Regulation comes into effect in May 2018.  Internal Audit is playing a key role 
within  the GDPR project team which is being led by the Legal Services 
Manager, being sponsored by the Managing Director and being overseen by 
the Corporate Governance Group.  There is a lot of work in progress across 
the Council to ensure privacy statements are in place, the Council has a 
comprehensive set of Information Asset Registers, relevant Council policies 
are fit for purpose and reviewing existing contract agreements to ensure 
compliance with GDPR.  The project team is also developing an awareness 
and training programme for both staff and Members.  

 National Fraud Initiative (NFI) - is a data matching exercise which compares 
electronic data within and between public and private sector bodies to prevent 
and detect fraud. These bodies include the Department for Works and 
Pensions (DWP), police authorities, fire and rescue authorities as well as local 
councils and a number of private sector bodies. The latest data match 
occurred December 2017 and involved comparing Council Tax and Electoral 
Register data to identify instances of single persons discount fraud. The 
review of outcomes from the latest data matching exercise is complete. No 
instances of fraud were identified. The Council has expressed an interest in 
taking part in a pilot data-matching exercise later in the year to identify 
business rates fraud. 

Internal Audit is a key contact for NFI, co-ordinating the submission of the 
Council’s data and ensuring there is a process for reviewing the data matches 
in accordance with the Council’s available resources and the requirements of 
the Cabinet Office.  

 Corporate Fraud Group – This Group, chaired by the Head of Housing, 
continues to meet quarterly, monitoring the anti-fraud and corruption action 
plan and ensuring there is a joined up corporate approach to reduce the risk 
of fraud and corruption.  

The Council’s Anti-Fraud and Corruption Strategy has been updated 
(Appendix C). The main changes have been to strengthen the corruption 
elements in light of the new national Anti- Corruption Strategy 2017-22, which 
sets out a long term framework for tackling corruption. The Audit and 
Standards Committee are requested to comment on and approve the revised 
Anti-Fraud and Corruption Strategy. 

 



INTERNAL AUDIT PUBLIC SECTOR STANDARDS COMPLIANCE  

4. In line with good practice, the Internal Audit service should ensure it is compliant 

with the Public Sector Internal Audit Standards (PSIAS) on an annual basis.  

These were last updated in 2017, notifying the Audit and Standards Committee 

of any areas of non-compliance. The main change to the Standards related to 

guidance on the Internal Audit Manager’s role beyond internal auditing.  The 

inclusion of the new guidance was to clarify the position where Heads of Audit 

may be asked to take on additional roles and responsibilities outside of internal 

auditing, such as responsibility for compliance or risk management activities.  

5. In November 2016 the service was confirmed as being fully compliant with the 

PSIAS by an external assessor, as previously reported to the Committee.  The 

most recent review has confirmed that there have been no significant changes in 

the way the Internal Audit service is delivered or operates, and the Internal Audit 

Manager has not taken on any additional roles and the service remains 

compliant with the approved standards.  

RECOMMENDATION TRACKER 

6. The Audit and Standards Committee receives details of all overdue 

recommendations, plus any high risk recommendations from final reports, 

regardless of whether they are overdue or not.   

 

7. The current tracker (see Appendix B) contains 14 recommendations past their 

due date (compared to ten in November 2017). Regular monitoring of these 

recommendations by both Internal Audit and the Senior Management Board 

ensures progress continues to be made.   

 

8. A comparison with previous periods is outlined in the table below to demonstrate 

progress.  

Recommendation 
Priority 

Number 
(as at 
March 
2018) 

Number  
(as at 
Novemb
er 2017) 

Number 
(as at 
Septemb
er 2017) 

Number 
(as at 
June 
2017) 

High - not yet due 0 0 0 0 

High - passed due 
date 

0 0 0 0 

Medium - passed due 
date 

14 10 8 9 

Low - passed due 
date 

1 0 2 4 

Total 15 10 10 13 

 

 



INTERNAL AUDIT PERFORMANCE INDICATORS 

9. Performance indicators are in place to monitor service performance and the 

current status, with a comparison with last year’s year-end results, are reported 

below.  

Aspect of 
Service 

Performance 
Indicator 

Target As at end Feb 
18 

Year  End 
2017/18 

Audit Plan  Achievement of 
the annual Plan 

 95% 
minimum 

 

 82%  89% 

Internal Audit 
processes 

 Issue of draft 
report after 
closing meeting 

 Issue of final 
report after 
agreement with 
client to draft 

 10 working 
days 

 

 5 working 
days 

 Average 4 
working 
days 

 Average 3 
working 
days 

 Average 8 
working 
days 

 Average 3 
working 
days 

Effective 
management 
engagement 

 Management 
responses within 
10 working days 
of draft report 

 Implementation of 
agreed audit 
recommendations  

 10 working 
days 
 

 Within 
agreed 
timescales 

 Average 12 
working 
days 

 Not always 
met as 
reported via 
the tracker 

 Average 29 
working 
days 

 Largely met 
(as reported 
by the 
tracker) 

 

AUDIT AND STANDARDS COMMITTEE TERMS OF REFERENCE 

10. Following recommendations made by the Constitution Panel, Council at its 

meeting held on 1 February 2018, approved that authority is delegated to the 

Audit and Standards Committee to approve the Annual Governance Statement 

and the Annual Statement of Accounts.  In addition, approval was given to 

amend the Constitution so that the Chair of the Audit and Standards Committee, 

rather than the Leader of the Council, is given authority to sign both of these key 

documents off.  

11. The  recommendation by the Constitution Panel was made to enable the much 

shorter timescales for signing off the Statement of Accounts (moving from the 

end of September to the end of July) as required by Government in the Accounts 

and Audit Regulations 2015 to be achieved. 

12.  Committee members are asked to note the revised Terms of Reference for the 
Audit and Standards Committee (Appendix D). 

 
 
 
 
 



PROGRESS AGAINST THE ANNUAL GOVERNANCE STATEMENT  

1. In June 2017, the Audit and Standards Committee approved the Annual 

Governance Statement (AGS) which accompanies the Council’s Statement of 

Accounts. 

2. The Corporate Governance Group the membership of which is the Head of 

Finance, Head of Governance, Legal Services Manager, Insurance and Risk 

Manager, Policy and Performance Team Leader and the Internal Audit Manager 

continues to monitor the actions set out in the AGS on a regular basis. The table 

below sets out the current position against the action plan: 

Objective Action to be taken in 2017/18 Progress at March 2018 

1. General Data 

Protection 

Regulations 

(GDPR) 

It is imperative that businesses and public 
bodies are prepared for the GDPR which will 
apply in the UK from 25 May 2018. The 
government has confirmed that the UK’s 
decision to leave the EU will not affect the 
commencement of the GDPR.  

Work is already in hand to ensure Harlow 

is compliant with the requirements of the 

GDPR ahead of May 2018 and beyond.  

The GDPR project group 

chaired by the Legal 

Services Manager and 

sponsored by the Managing 

Director is progressing well. 

A Council wide Information 

Asset Register is in place 

and work is ongoing to 

establish the legal  basis for 

all processing activities. 

Review of relevant policies 

is progressing and these will 

be rolled out alongside 

training for Officers and 

Members..    

2. Performance and 
Risk Management 
system  

 

The Corporate Risk Register format is now 
incorporated into the new service planning 
and risk management system InPhase. Work 
will continue in 2017/18 on the database to 
ensure linkages between corporate and 
operational risks, corporate and service 
objectives and performance management 
information coupled with a staff awareness 
campaign.  

 

Corporate Strategic Risks 

continue to be monitored 

and updated quarterly within 

InPhase. Performance 

measures detailed in the 

quarterly Joint Finance and 

Performance Management 

are now run from InPhase. 

For 2018/19 InPhase 

service plans, and their 

associated risks, will be 

linked to team plans.  

3. Revised Local 
Code of Corporate 
Governance  

 

The Council’s Code of Corporate 
Governance will be updated to ensure it is 
aligned to the new framework for Corporate 
Governance published by CIPFA (Chartered 
Institute of Public Finance and Accountancy) 
and SOLACE (Society of Local Authority 
Chief Executives)  

 

The Council’s Code of 

Corporate Governance 

has been updated and is 

available on the Council’s 

website.  

 

 

 



IMPLICATIONS 

Place (includes Sustainability) 

None specific. 

Author: Graeme Bloomer, Head of Place 

Finance (includes ICT) 

It is important that the organisation responds to and implements the 

recommendations flowing from the internal audit process in order to protect and 

improve the overall internal control environment of the Council. 

Author: Simon Freeman, Head of Finance  

Housing 

None specific. 

Author: Andrew Murray, Head of Housing 

Community Wellbeing (includes Regeneration, Equalities and Social Inclusion) 

None specific. 

Author: Jane Greer, Head of Community Wellbeing 

Governance (includes HR) 

Internal Audit provides a key element of assurance within the overall Governance 

framework within the Council and it is important that recommendations flowing from 

internal audit recommendations are acted upon and implemented within reasonable 

timescales if reliance on internal controls and procedures is to continue. 

Author: Brian Keane, Managing Director  

 

 

Background Papers 

Internal Audit Plan and Internal Audit monitoring reports 

 

Appendices: 

Appendix A – Audit Plan Monitoring 
Appendix B – Audit Recommendations Tracker 
Appendix C – Revised Anti-Fraud and Corruption Strategy 
Appendix D – Revised Audit and Standards Committee Terms of Reference 
 


